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ABSTRACT 



There is a difficulty in incorporating information value judgments into con- 
figuration management decisions regarding command and control systems. 
This work reviews two command and control process models, decision theory 
as it relates to command and control and the current tactical data link config- 
uration management method. The Delphi method is discussed and a means 
of incorporating its use into configuration management is introduced. The 
Delphi method allows a systematic gathering of subjective information from 
selected respondents which then enables formulation of a group position. Use 
of this method would enable subjective assessments, such as perceived oper- 
ational impact of tactical data link changes, to be systematically considered in 
Navy tactical data link configuration management decisions. 
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I. INTRODUCTION 



Difficulty exists when system engineers or evaluators try to determine the 
usefulness of information to a corporate or military decisionmaker. As a re- 
sult. many systems are designed without evaluating the decisionmaker's value 
judgments on the information being presented to him. This is especially true 
in the area of military command and control systems. Communications path- 
ways and connectivity issues are easier to determine than the specific infor- 
mation needs of the commander. This study will present a method to improve 
the capability of incorporating information value into Navy configuration man- 
agement decisions. 

A. BACKGROUND 

Current emphasis in military budgeting gives rise to measures of effec- 
tiveness equaling a steady budget line. Unfortunately, this view often leaves 
the command and control aspect of command, control and communications 
unfunded. Since it is difficult to quantify the information needs of the 
commander and therefore a value cannot be placed on the absence of the in- 
formation. many valid programs fail to get the continued funding they need. 
This is exemplified by the delayed fielding of the Joint Tactical Information 
Distribution System (JTIDS) hardware which implements the TADIL J message 
standard. Originally to be fielded in the late 1970's, the Navy does not antic- 
ipate full implementation prior to 1993. 

Within the Navy, some attempts have been made to determine the impact 
of message translation between two tactical digital data system standards. 
TADIL A (Link 11) and TADIL J (Link 16). These efforts, although largely un- 
successful. have underscored the need to incorporate decisionmakers' value 
judgments into Navy configuration management of these data links. This the- 
sis is an effort to meet that need. 
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B. OBJECTIVE OF THE STUDY 

The objective of this study is to identify a method to incorporate various 
subjective considerations that should be taken into account when making 
configuration management decisions that affect the inclusion or exclusion of 
information in a tactical digital data link. It was suggested as a topic by staff 
members of the Navy Tactical Interoperability Support Activity (NTISA) which 
is chartered by the Chief of Naval Operations to do configuration management 
(CM) of the data links under the Joint Interoperability of Tactical Command 
and Control Systems (JINTACCS) program. 

C. SCOPE OF THE STUDY 

The scope of this study includes an evaluation of the command and control 
process from the view of the human decisionmaker. This view draws from both 
classical and recent research on decision theory. Three C2 process models, 
each of which expands upon the other, will be reviewed. 

It is a difficult to apply quantitative scales to information value as per- 
ceived by the decisionmaker. A method will be introduced which may allow 
for CM decisions to be made in a more scientific manner. 

D. LIMITATIONS 

A thorough evaluation of the existing method used for CM of the Navy's 
tactical data links will not be done, but sufficient explanation of the method will 
be given to help the reader to understand the development of the CM issues 
discussed. To allow for wider distribution of this work and to keep it unclas- 
sified. no pending configuration management items will be discussed. Exam- 
ples used are of the author's creation and do not represent known CM issues. 
The focus of this work is on CM within the U. S. Navy although many of the 
concepts may apply equally well to the other military services. 

E. ASSUMPTIONS 

The author's basic assumption is the Navy does not adequately include the 
information value judgments of the decisionmaker in the design and subse- 
quent configuration management of tactical data systems. The classical sci- 



entific method is applicable when discussing the process of decisionmaking 
but does not lend itself to assigning value judgments to a particular piece of 
information. This inability to determine “value" within the Navy's configura- 
tion management has led to difficulty when determinations have to be made 
about whether to include a particular information message into the data link. 
As a result, members of configuration management bodies have used various 
heuristics to guide their decisions. These heuristics, such as perceived oper- 
ational impact, vary from individual to individual. The group then spends 
much of its time trying to determine the individual heuristics and compile them 
into a group position. This process is fraught with difficulty as the military rank 
of the members tends to unduly influence the group position. (Bennett. 1989) 
Another method must exist which allows for heuristics to be taken into ac- 
count but eliminates the rank structuring of existing configuration management 
decision making process. This method should allow for some anonymity by 
the CM decisionmakers, allow for a methodical review of issues and be able 
to treat non-quantitative problems. This method should also be easy to incor- 
porate into the existing configuration management process. 

F. DEFINITIONS 

The following definitions are given to assist the reader. If no reference is 
given, the definition is that of the author. 

• Configuration management. A discipline applying technical and admin- 
istrative direction and surveillance to: 

1. Identify and document the functional and physical characteristics of a 
configuration item. 

2. Control changes to those characteristics. 

3. Record and report change processing and implementation status 
(NTISA, 1987. 2-2). 

• Command and Control. The exercise of authority and direction by a 
properly designated commander over assigned forces in the accomplish- 
ment of the mission. Command and control functions are performed 
through an arrangement of personnel, equipment, communications, facili- 
ties. and procedures which are employed by a commander in planning, 
directing, coordinating, and controlling forces and operations in the ac- 
complishment of the mission (JCS Pub 1). 
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• Configuration item. A system and its associated standards which need to 
be controlled to allow for optimal performance of the system. 

G. ORGANIZATION OF THE STUDY 

Chapter Two focuses on existing research in the area of command and 
control process, evaluating two current process models. Classical decision 
theory is discussed and related to military decisionmaking. It examines the 
current configuration management process and relates this to the hardware 
and software view of C3 concluding with the author's perspective of the human 
role in C2. 

Chapter Three discusses the Delphi method and relates it to use in Navy 
configuration management with Chapter Four focusing on the implications of 
the method being used in CM. The final chapter presents the author's con- 
clusions and recommendations and gives suggestions for further study. 
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II. VIEWPOINTS ON COMMAND AND CONTROL 



This chapter discusses various viewpoints that influence the focus of com- 
mand and control. Pertinent research on decision theory will be presented. 
Two descriptive C2 process models are discussed and contrasted. The chap- 
ter concludes with a description and evaluation of the current U. S. Navy 
configuration management scheme for tactical digital data links. 

A. WHAT DOES DECISION THEORY SAY? 

The modern roots of decision theory (DT) can be traced to von Neumann 
and Morganstern. an economist and mathematician respectively, who de- 
scribed utility theory as a method for determining why people make the deci- 
sions they do. A decision analyst uses the six concepts listed below to 
evaluate the decisions made by a particular decisionmaker. This evaluation 
is used to assist a decisionmaker in acting in consonance with his established 
priorities. These six major concepts are: 

• probability 

• utility 

• aggregation 

• decision 

• choice 

• preference. 

Probability and utility are subjective assignments unique to the decisionmaker 
and the situation. Probability, in this usage, is the decisionmaker's determi- 
nation of the likelihood of occurrence of the situation. The utility of an alter- 
native under consideration is in the mind of the decisionmaker. Decision 
theory assumes it must be measurable, at least on an ordinal, if not a cardinal 
scale. This measurement would be conducted by a decision analyst but is not 
explicitly done by the decisionmaker. The third concept is aggregation: the 
decisionmaker's activity which combines the probability and utility of various 
alternatives in order to choose between them. Decision theorists group deci- 
sion. choice and preference together. An analysis of the probability, utility and 
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aggregation values of the decisionmaker should lead to a preference among 
alternatives with a choice option between alternatives. This process would 
then result in a decision being made. 

Decision theory researchers do not appear to be bothered by 
decisionmakers not always acting in consonance with the judgments, such as 
probability and utility, which they assign to the alternatives under consider- 
ation. The researchers merely want to identify the logic behind decisions and 
help the decisionmakers identify when they are not acting in accordance with 
their values. (Hammond. 1980.44-67) 

In its recent development, Keeney and Raiffa . . . emphasize the point that the aim 
of DT is to elaborate the logical entailments of the subjective probability and 
utility theory and extend them to a variety of circumstances. . . . DT makes no 
claim that it represents or describes the cognitive activity (or information proc- 
essing) of human decision makers. (Hammond, 1980. 43-44) 

Decision theorists avoid determinations of what decisionmakers do but fo- 
cus instead on the values and judgments which they place on the information 
used to make the decision. Extending this to the configuration management 
process, one may conclude various alternatives under consideration will have 
varying levels of value to the user based on the perceived probability and 
utility of the alternative to the commander. Assuming this is true, such infor- 
mation value judgments should be considered in the configuration manage- 
ment of command and control systems. 

B. COMMAND AND CONTROL PROCESS MODELS 

Various models have been created in an attempt to describe the command 
and control process. This section discusses Lawson's model, Metersky's ex- 
pansion of Lawson's model, and then evaluates them in terms of the human's 
role in the process. 

1. Lawson's view 

In his report. “State Variables of a Command Control System" Lawson 
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Figure 1. Lawson's Command and Control Process Model 



describes five basic functions of a C2 system. i As illustrated in Figure 1 these 
five functions are: 

• sense 

• process 

• compare 

• decide 

• act. 



1 This section is the author's evaluation of Lawson, J. S.,“The State Variables of a Com- 
mand Control System." Proceedings for Quantitative Assessment of the Utility of Command 
and Control Systems. Office of the Secretary of Defense with the cooperation of the MITRE 
Corporation. C’Division (Washington. D.C.: National Defense University, Ft. Leslie J. McNair, 
January 1980), 93-99. 
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